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ERRERRE, EEFMIANEIZEE, BY ROP ITERmiERE, FtiEs. WRSSSEHT

THRXMNZENE, EERARIRTBERBIEAT.
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6.3 Microsoft SQL Server ZiEEENE
HEWARPKRIELD SQL BXARE, BREXGXSIITHTHIE, HEE AMESIREEEAEEREN
£, MEWFPHEERAID. BEAINEF BEIREESRINEEN RAFENADIER. BEARDHER, H

REIEEREIRE 2 EHRMFRFIINZAIXEL,

[HEF © Y AR BEEE  BHSE 000
7] 2024/12/4 15:57:24 Logon Login failed for user "sa’ . B THSHEHAZEREEFNE . [FHk: . 48] SQL Server HF[ - 2024/12/2 9:50:00
7] 2024/12/4 15:57:24  Logon $AiR: 18456, TEME: 14, JA7S: 8o SQL Server A — 2024/12/2 9:50:00
7] 2024/12/4 15:54:55  Logon Login failed for user ‘=o' . BE: FHRSHEHMSREEFNE. (R 2.71] SQL Server HFT - 2024/12/2 9:50:00
7] 2024/12/4 15:54:56  Logon IHIR: 18456, TEM: 14, IA7S: 8o SQL Server AT - 2024/12/2 9:50:00
[F] 2024/12/4 15:53:48  Logon Login failed for user "sa’. B ERSHEHOZFEETE. [(FAin: .48] SAL Server AT - 2024/12/2 9:50:00
7] 2024/12/4 15:53:48  Logon $AiR: 18466, TEME: 14, JA7S: 8o SQL Server Ef] — 2024/12/2 9:50:00
7] 2024/12/4 15:50:3¢  Logon Login failed for user 'sd . [BE: TERSHIEHMEFEFE . [FFig: .48] SOL Server HF] — 2024/12/2 9:50:00
] 2024/12/4 15:50:34  Logon {EIR: 18456, TEM: 14, IA7S: 8o SQL Server AT - 2024/12/2 9:50:00
7] 2024/12/4 15:50:28  Logon Login failed for user 'sd’ . [BFE: BRSHEHMEFEETIE . [FAk: . 73] SAL Server AT - 2024/12/2 9:50:00
[F] 2024/12/4 15:50:28  Logon $HiR: 18466, TEME: 14, JA7S: 8o SQL Server A — 2024/12/2 9:50:00
7] 2024/12/4 15:49:33  Logon Login failed for user 'sd' . B FERSHIEHMEFEERIE .. [Frig: _45] SQL Server HF[ — 2024/12/2 9:50:00
7] 2024/12/4 15:48:33  Logon $AiR: 18456, TEME: 14, IR7S: 8o SQL Server HA] - 2024/12/2 9:50:00
[F] 2024/12/4 15:48:55  Logon Login failed for user s’ . [BE: ERSHEHMOZEFEETNE . [(EFiH: .72] SAL Server HFT - 2024/12/2 9:50:00
7] 2024/12/4 15:48:65  Logon $HiR: 18466, TEME: 14, JA7S: 8o SQL Server A — 2024/12/2 9:50:00
7] 2024/12/4 15:46:56 Logon Login failed for user "vz' . BE: HAFISEHNESIFLENEER [FRig: _46] SQL Server [ — 2024/12/2 9:50:00
7] 2024/12/4 15:46:56  Logon {AIR: 18456, TEME: 14, I35 5. SQL Server AT - 2024/12/2 9:50:00
[F] 2024/12/4 15:43:38  Logon Login failed for user =4’ . AR TRSHEHMOZFETLE . [EFi%: .48] SAL Server HF[ — 2024/12/2 9:50:00
7] 2024/12/4 15:43:36  Logon $HIR: 18466, TEME: 14, JA7S: 8o SQL Server AT — 2024/12/2 9:50:00
7] 2024/12/4 15:41:56 Logon Login failed for user "hydes’. BE!: HAFISEHMESHRNENE RS [BFiR: ... SOL Server E| - 2024/12/2 9:50:00
7] 2024/12/4 15:41:56  Logen #HiR: 18456, TEEEME: 14, AT 6e SQL Server A — 2024/12/2 9:50:00
7] 2024/12/4 15:41:03  Logen Login failed for user 's¢’' . [EF: THESHEHMEFENIE . [FAH: .74] SQL Server HET - 2024/12/2 9:50:00
7] 2024/12/4 15:41:03  Logon $HIR: 18466, TEM: 14. JA7S: 8o SOL Server HA] - 2024/12/2 9:50:00
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NREMF R HE IR BB KA A e INIE TwES, AR RIRS R
RUMASRMY. REBPIVZAINEITRSERERAETEREI R SINE.

SQL Server EFEMBNEUNMRRSHIEREE LN —, MRS [T T EERF RO, SR
REGEEIKFZIRER, SHRBHA), HMSERANESENSRRS.

FEMRSH|HTHEME, AXITRRREEE, ERESEUEEMEKSER, EHREHRE, &

EXIINNEFRIRGT 1433 FEEin0, BILERDERE. EHAERRERT.

6.4 BBIRS

REWRAFPRIREENIBOYEES TR RS, FEERATS, RERRRERS. REDHTAR
EETHRESEE, SERSLFEIER, HMYBEMAREMEE TR, BENERRHERERER
4, SHEEBRIYTRSN, FEF—ETERGE. HIRSAERSEEREXYE, FERNE+HES

ZimahiE, BNSIIAWE LRI TIERERS.

e

. o=

2022-11-25 10:09:15 m {4ScRT s £EBfsETrojanDownloader/Sality, Bk

2024-11-25 09:18:53 == Ri4soRTS EIS TrojanDownloader/Sality, SHE

2022-11-25 0B:37:15 S {4 ScRd s EWBsETrojanDownloader/Sality, SitE
2024-11-25 08:34:17 ==iha SR ETRSSExploit/CVE-2010-2568.gen, b=

2024-11-25 08:34:15 m=iha {4 SCRT ST ZIRSSExploit/CVE-2010-2568.gen, CANE
Egﬁ: TrojanDownloader/Sality
$==ID: BOBFD1146ADD603D
FEEE: D e thahitmp
SR
BEES: OB Mievs

F=ID: 4
EIE5R: System
2. 19
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